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Executive Summary: This document is six pages. Page one is informalibackground only. What follows
over the next five pages are the three principl€deovice Transitionwhich are fundamental to the delivery of
Services that bring8usiness Value.By using this document as a checklist to ensurédinatification of key
requirements and to assess if those requiremestseamg met, we can help our Service Providersitian
Services that delivaBusiness Value Additionally by using a common set of criteriadaneasurement across
each tower we can baseline where we currently sitaddneasure progress in a consistent and relexant
from both a tower and program point of view, witgaal of managing to our commitments and delivasbl
Finally, since Change is the focusS¥rvice Transition, Change is the focus of this document. Pages thre
and four are entirely devoted to the topic of ClemagdChange Management

ITIL V. 3 is a framework for Service Managementttisabuilt around five separate lifecycle phasg8srvice
Strategy, Service Design, Service Transition, Ser@peration, and Continual Service Improvemémt.TIL
V. 3 a Service is defined as, “...a means of delivag value to customers by facilitating the outcomes
those customers want to achieve without the ownerghof specific costs and risks.”

The first phase of the ITIL V.3 lifecycle is ti$=rvice Strategyphase. Service Strategy activities are:

» Define the market

» Develop the offerings

» Develop Strategic Assets
* Prepare for execution

After completion of the Service Strategy phase ntereinto theService Desigrphase. Please review this
document for a fuller understanding®érvice Design

OnceService Desigris complete, the next phaseService Transition The core activities ddervice
Transition are:

* Plan and manage the capacity and resources redqaipatkage, build, test, and deploy a release
(service) into production

* Provide a consistent and rigorous framework foteatang the Service capability and risk profile

» Establish and maintain the integrity of all ideieiif Service Assetand configurations

» Provide good-quality knowledge and information

* Provide efficient and repeatable build and instalfamechanisms

» Core focus Ensure that the Service can be managed, operatddsupported according to the
requirements and constraints specified witharvice Design



The three major aspects ®¢rvice Transition are: Change Managemen{CM), Service Asset and
Configuration Management (SACM), andRelease and Deployment ManagemeiRDM). Each of these
principles is essential to effecti&ervice Transitionand each has a specific set of requirements aadunes.
Since CM is the most complex of these three topveswill spend a bit more time discussing thosecepis.
This is not to say the other aspects are less i@piobut since good CM will be a key dependenoyuio
success during transition, it is also good pradticecus there. Before discussing the three aspgService
Transition here are some general concepts and definitionydiashould be familiar with:

» Configuration Item (CIl) — An asset, Service component, or other itiea is, or will be, under the
control of Configuration Management A Cl may vary widely in complexity, ranging froam entire
Service or system, to a single software or hardwaneponent

» Configuration Management System(CMS) — The goal of a CMS is to provide relialgjaick, and
easy access to accurate configuration informatitimnk of CMS as a process, tool, or a combinatibn
both that will allow stakeholders to assess theaichpf proposed Changes, to track Changes, and to
ensure Changes are delivered to the appropriatg @ainto the correct environment

» Configuration Management DatabasgCMDB) — The CMDB is a database used to store
Configuration Records throughout their LifecyclEhe CMS maintains one or more CMDB (Federated
CMS), but it is the CMDB that is used to store specific attributes of the Cls and their relatiapsh
with other Cls. Whenever possible, automation ghbe used to update and manage the CMDB in
order to reduce both cost and errors

» Service Change- A Change to an existing Service or the introduncof a new Service including:
addition, modification, removal, documentation,.ekcom a CM perspective, &8ervice Change
should be authorized and planned

* Request for ChanggRFC) — A formal communication seeking an altemnatio one or more
configuration items

» Utility — “Fit for Purpose”, meets requirements and exgiexts

» Warranty — Will perform as agreed to, and mitigating anchpensating controls exist (SLA)

» Change Types- Changes are categorized into:

o Standard Change— A Change to a Service or infrastructure thareauthorized by Change
Management and has an accepted and establishesiprec An example @tandard Change
is the NIST Patch Management Process (PVG)

o Normal Change— One raised by a request from the initiator {tigividual or organizational
group that requires the Change)

o Emergency Change- Unplanned or unexpected it should be designesfidby and tested
before use whenever possible or the impact of tergency Change may be greater than that of
the Incident that prompted the Change. Detailo&sn captured after the Change is completed

» Change Advisory Board(CAB) — A body that exists to support the authatin of Changes and to
assist CM in the assessment and prioritizatiomefG@hanges

* Seven Rs of Change Managemert Answer the seven questions to understand thadngd Changes

o0 WhoRaisedthe Change?

What is theReasonfor the Change?

What is theReturn required from the Change?

What are thé&isksinvolved the Change

WhatResourcesare required to deliver the Change?

Who isResponsiblefor the build, test, and implementation of the Qipe?

0 What is theRelationship between this Change and other Changes?

* Release Unit- Describes the portion of the Service or infratire that is normally released together
according to an organization’s release policycah be as large as an entire Service Desk, or alt @sn
an individual component of software or hardware
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Change Management Objectives The goal of the Change Management processasdore that Changes are
recorded and therEvaluated, Authorized, Prioritized, Planned Tested Implemented, and finally
Documented

Change Management ConceptsCM processes should be designed and plannezhjarection with, not
separate from, thRelease and DeploymerandService Asset Configuration Managemenprocesses. Using
this approach helps to evaluate the impact of tha@n@e on the current and planned services ancsesea
Different types of Changes may require differepiety of Change requests (RFC). Some examplesiotigar
types of Changes are

* RFC to Service Portfolios could include a new pmitfline item or an alteration to the portfolio’s
scope, business case or baseline

* RFC to Service or Service Definition could be a @f&in existing or planned Service attributes, a
Project Change that impacts Service Design, or #tingeas simple as a Service improvement

» Some Changes do not require an RFC; these are kas8tandard Changes Two examples would be
a request for User Access, or typical operationiVidies such as rebooting hardware on failurelgag
as there is no impact on other Services) and pthnrentenance

Change Management Roles There are two basic roles which support the CMtess.

* Change Manager— Receives, logs, and allocates priorities. TableERFCs for the CAB meeting.
Decides which people will come to which meetin@anvenes the CAB or Emergency CAB (ECAB)
meetings for RFC assessment. Chairs all CAB andlEE@eetings. Authorizes acceptable Changes.

* Change Advisory Board(CAB) — Is an advisory body, requiring appropritgems of reference such as
meeting regulations and scope of influence. Th&@so ensures that formal authorization is obthine
for each Change from the appropriate Change atgtgarch as, but not limited to a Change Manager, a
CAB or ECAB, an IT Management Board or a Businesschtive Board

Change Management ScopeThe scope of the CM process covers Changesrtac8eéAssets and Cls across
the entire Service Management Lifecycle from Ser8trategy to Continuous Service Improvement.

Change Management Process ActivitiesAny CM process should include the following sities at a
minimum.

» Planning and controlling Changes

» Change and Release scheduling

* Communications

» Change decision making and Change authorization
» Ensuring there are remediation or back out plans

* Measurement and control

* Management reporting

* Understanding the impact of Change

» Continual improvement

Additionally, your processes should ensure thatlyaee a mechanism to filter out Changes that dadiyto
impractical, are repeats of earlier RFCs that Hmeen previously accepted or rejected, and incomplet
submissions. All Changes should be assigned ag@atand Priority, and finally Changes should be
authorized by the appropriate authority. Whilet@n8ard Change can be done with local authorizagidmgh
cost/risk Change probably requires decisions frgatetives such as the Board of Directors.

Authorized Changes All authorized Changesid all Changes SHOUL Dbe authorized should be passed
to the appropriate technical grougSM is responsiblefor ensuring that Changes are implemented as



scheduled. This Role should be viewed as a coatidimfunction, because the implementation wilttwe
responsibility of thRelease and Deployment ManagemeiRole.

Change Review Is done on the completion of the Change. Fgom@hanges there will be a larger customer
and stakeholder input and audience, and shoulddechny Incidents or missed SLA or Regulatory
requirements. APost-Implementation Review(PIR) is done to ensure that the Change met obgs;t

initiator and customer requirements are met teadtlthe “meets expectations” level, and to confirat there
has been no unexpected consequenaédessons learned are fed back into future ChangProcesses

Change Management Key Metrics The following are some useful metrics (KPIshisTis not an all-
encompassing list. Use whatever metrics meet gesign and requirement needs, but these metritbavil
useful as a guide in developing other metrics.

* The number of Changes implemented to servicesiibathe customer’s agreed requirements. This can
be a relationship between quality/cost/time aggestentage of Changes requested.

* Reduction in the number of disruptions, defectsewrork required caused by poor CM practices or
incomplete or inaccurate specifications

» Percentage and reduction of unauthorized Changes

* Percentage and reduction of backlog RFCs

» Percentage and reduction of emergency or othemwipanned Changes

* Percentage and reduction of Changes where thechdightan was used

» Percentage and reduction of failed Changes

» Average time to implement based upon Urgency/Ryi@hange type.

» Percentage and reduction of Changes which causeteits

» Percentage of Changes which are “fit for purpoke™first time. This is a measurement of accuracy

Change Management Considerations Some topics to consider ensuring that@bange Management
processes deliver the expeckukiness Value

* Are we creating a culture of CM across the orgluding zero tolerance for unauthorized Changes?

* Do we align Service CM processes with businesgeptoand stakeholder CM processes?

» Are we prioritizing Change, and establishing acc¢abitity throughout the CM Lifecycle?

» Do we have a Single Point of Contact (SPOC); thidatbe an individual, role, function or group whos
Role is to prevent uncoordinated Change from oaugigcross multiple functions?

* Do we prevent people who should not be making Césafipm accessing the production environment
in such a way that they could make Change?

* Are our CM processes integrated with otBervice Managemenprocesses in a way that establishes
traceability of Change? Also, do we detect unaizled Change, and identify Change-related
incidents?

» Do we have established Change windows, and are thimglows enforced so that Change that occurs
outside of those windows is being considered asr§emey Change with a higher level of justification
and review?

» Do we conduct performance and risk evaluationsmynGhange that have the potential to disrupt a
Service?

* Do we have a feedback loop f8ontinuous Service Improvementand are we measuring our
performance?



Service Asset and Configuration Management Objectes To define and control the components of
Services and Infrastructure and to maintain acewanfiguration information on the historical, ptad and
current state.

Service Asset and Configuration Management Conceptslo deliver a model of the Services, Assets, and
Infrastructure by recording the relationships bemw€ls. In a large Enterprise, this is best acdisimpd with a
meta-system commonly known as the CMS. While theeept could be discussed more from a very deep and
technical perspective, it will suffice for the poge of this document that you are familiar with fibléowing

two concepts and definitions:

» Configuration Baseline A configuration of a Service, Product or Infrasture that has been reviewed
and agreed upon

» Snapshot A snapshot of the current state of a Cl, Enviment, or Baseline to demonstrate Stability or
Change

Service Asset and Configuration Management Roles

» Service Asset Manager Delivers to the overall objectives agreed updh thelT Service Manager,
evaluates existingsset Managementand manages the scope of Asset Managemenprocess

» Configuration Manager — Delivers to the overall objectives agree upothwhelT Service Manager,
oversees existing CMS, and manages the scope Gloihigguration Managementprocess

» Configuration Analyst — Proposes scope, traiAsset and Configuration Managemenspecialists,
and supports the creationA$set and Configuration Managemenplans

 CMS/Tools Administrator — Evaluates tools, monitors performance and capad additional duties
as required

Release and Deployment Management Objective§ o ensure that there are clear and comprehersiwase
and deployment plans that bring alignment with aongr and business Change plans. To build a release
package that can be built, installed, tested, ampioged efficiently and on schedule. That all r@vwehanged
Services and Systems deliver to agreed upon SLiityJand Warranty. Releases will bring minimal
unpredicted impact on Production, Operations, amgpb8rt Services, and that all customers are sadisfith
all aspects of th8ervice Transitionphase, including for example User Documentatiah Braining.

Release and Deployment Management Concepté Release Unitis the portion of a Service or an IT
Infrastructure released together. This unit may;vane size does not fit all. When consideririgedease,
some options are

* Big bang vs. phased
* Push vs. pull
e Automation vs. manual

Additionally, Release and Deploymentnanages the

* Release structure

* Release exit and entry criteria
» Control

* Roles and Responsibilities

Release and Deployment RolesThe following defines the Roles Release and Deployment

* Release and Deployment Manager Is responsible for the planning, design, buatehfiguration, and
testing of all Service, Software, and Hardware usetteate the Release Packageléase Unif



» Release packaging and Build Manager Is responsible for defining the final releasafeuration
including, knowledge, information, hardware, softeyanfrastructure, etc

» Deployment Staff— Deliver the final physical implementation, cooate Release documentation and
communications including training, and plan theldgment in agreement with Change and Knowledge
Management



