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Disclaimer

The following presentation does not
necessarily represent the specific views,
processes, or operations of any of my
current or previous employers

What it does represent is a summation of my
experiences, knowledge gained, and lessons
learned as both a manager of and participant
In Incident and Major Incident Handling over

a 27+ year span

Note: This is a revised and updated version of my iCMG Architecture World presentation of
2009 and was presented at the itSMF Toronto Dinner Seminar Oct 26", 2011
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Biography

Braun Tacon, a 15 Information Technology veteran at Nike Inc. is now
working as an independent consultant. In his past he has worn quite a
few IT Service Management hats over the years, including Principle
ITSM Architect developing and overseeing core ITSM policies,
standards, and pr oc e saeinggpartaers. Ni Kk
Previous roles include Global Information Security Operations
Manager (5 years), Systems Manager at Nike IHM (4 years), and
Desktop Support team(s) Lead (18 months). Prior to joining Nike,
Braun did a 15 year stint as an Air Traffic Controller, Supervisor, and
Instructor for the United States Air Force

Braun is married to his wonderful wife of twenty-five years, Debra, and
IS blessed with four sons and one grandson. He also enjoys opining
on IT Service Management Practices and other sundry
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Presentation Abstract

Anyone who has ever flown on a commercial airliner has experienced a Major Incident Handling
plan. From the steward and stewardess droning on about seat belts and oxygen masks, to the
pilots in the cockpit reviewing checklist after checklist, to the little cards in the seatbacks ahead of
you detailing exit locations and water landing procedures, all of these are examples of Major
|l nci dent planning in support of the airlineods
as these not only make good sense but are critical requirements driven by fiduciary responsibility,
moral obligation, and legislative and safety mandates.

That said, many organizations continue to do business with no Major Incident Handling plan in
place as part of their overall Organizational Risk Management strategy. Worse yet, when it

comes to addressing that gap, far too many choose to remain in denial leaving Major Incident
pl anning for the proverbial, ARénext

This does not need to happen. All that is required is some forethought and a common sense
approach to planning and documentation. The goal of this presentation is to clearly demonstrate
why a Major I|Incident Handling plan is a core
you some tools that you can use as a starting point for creating your own Major Incident plan and

to show you how relatively simple actions like creating flowcharts, procedures along with solid
testing can bring big r et ur posturd. dhistinhuen allowsgoamni z a t

increased risk appetite, creating opportunities for a more a dynamic, agile, and competitive
business strategy.
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Purpose / Goals

ATo demonstrate that Major Incident Handling is a
mandatory requirement of an effective Risk Management
Portfolio

ATo propose a business case that demonstrates this in
such a way that is not easily rebutted

ATo provide tools and techniques to help you begin to use
Major Incident Handling Planning in your own Service
Design and Operations Lifecycle

ATo get valuable feedback as a outcome of this
presentation (both confirming and challenging)
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Prequel i A Fictional Account of a Very Real Event

AWho is FauxCorp? Can you relate to this fictional
company?

AHow did the absence of a plan hurt them?
AWhat factors were out of their control?
AWhat factors were completely within their control?

AWhere a plan would have helped?
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. N
Why Are We Talking About This?

% Major Incidents Happen

x What Constitutes a Major Incident?

I1SM %0



http://www.braunsblog.com/
http://www.braunsblog.com/

Major Incidents Happen

A Sometimes they are caused by technological and / or human
failures

I Timeline of RIM Blackberry Outages Including the Global Outage
of Oct 10t 2011 (Most Significant in Time/Impact in RIM History)

A Sometimes they are a result of natural forces beyond any
human control

I History of Tohoku Japan Earthqguake and Tsunami of March 2011

A Major Incidents can also be the result of criminal or other
nefarious behavior

I Stuxnet: A Demonstration of the Use of Malware for Industrial
Subversion and Espionaqge
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What constitutes a Major Incident?

AThere are many definitions for the term Major Incident in the common
lexicon. Regardless of what definition you assign to the phrase this
much is certain:

I Major Incidents are unpredictable
I Major Incidents are statistically probable
| Dealing with any Major Incident demands a plan

I Any plan should be tailored to your specific industry, discipline, and
needs
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FauxCorp 1 Analysis/Recommendations

% Major Incidents: Why Plan?
% A Major Incident With No Plan

% A Major Incident With a Plan
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Major Incidents: Why Plan?

Woul d youé

| Participate in the sport of parachute jumping without a reserve
parachute?

I Go open water diving without a reserve air supply or a buddy?

I Fly in a jetliner that did not have capability to deploy oxygen
masks in an emergency?

I In all probability you would not. Why?
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Major Incidents: Why Plan?

Most diving fatalities are caused by
insufficient air or situations that
require a buddyos

It is a fact that parachutes seldom fail,

but when they do a reserve is needed

At the altitudes that jetliners
fly, a loss of cabin pressure
is certain death without
supplemental oxygen

Pl ans such as these caomemonno tsheinnsge omor e t h

MIH
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A Major Incident: With No Plan

I1SM %0



http://www.braunsblog.com/
http://www.braunsblog.com/

