
www.BraunsBlog.comArchitecture World �09
IT Architecture Firm

The Major Incident Handling Plan

A Mandatory Requirement for any 

Enterprise Risk Management Portfolio

Architecture World �09 � July 28th, 2009

Presenter:  Braun Tacon

Hyperlinks in this presentation are active and take you to supporting background, documents, and tools

http://www.BraunsBlog.com
http://www.braunsblog.com/sitebuildercontent/sitebuilderfiles/majorincidenthandlingplan.pdf


Architecture World �09
IT Architecture Firm

www.BraunsBlog.com

Disclaimer

The following presentation does not 
necessarily represent the specific views, 
processes, or operations of my employer 

Nike Inc. 

What it does represent is a summation of my 
experiences, knowledge gained, and lessons 
learned as both a manager of and participant 
in Incident and Major Incident Handling over 

a 27+ year span.
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Introduction

My name is Braun Tacon.  For the past 13 years I have been employed by 
Nike Inc. in various ITSM and Incident Management roles. Currently I am 
the Process Manager overseeing all ITIL related process development for 

Nike and the ITSM process governance of Nike�s two co-sourcing 
providers.  Previous roles have include Global Information Security 

Operations Manager (5 years), Systems Manager, (4 years), and Desktop 
Support team Supervisor (18 months).  Prior to coming to Nike, I did a 14 

year stint as an Air Traffic Controller, Supervisor, and Instructor for the 
United States Air Force.

My current interests? To leverage People, Process and Technology as a 
means of Delivering needed Innovation and Continual Service 

Improvement.

My current focus? Applying Strategic Vision with a Tactical Approach to 
Consistently Deliver Momentum and Closure for Large Scale Projects.

http://www.BraunsBlog.com
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Presentation Abstract

Anyone who has ever flown on a commercial airliner has experienced a Major Incident 
Handling plan.  From the steward and stewardess droning on about seat belts and 
oxygen masks, to the pilots in the cockpit reviewing checklist after checklist, to the 
little cards in the seatbacks ahead of you detailing exit locations and water landing 
procedures all of these are examples of Major Incident Planning in support of the 

airline�s Risk Management goals and objectives.  Plans such as these not only make 
good sense but are critical requirements driven by fiduciary responsibility, moral 

obligation, and legislative and safety mandates.

That said, many corporations continue to do business today with no Major Incident 
Handling Plan as part of their overall Risk Management strategy. Worse yet, when it 
comes to addressing that gap, far too many choose to remain in denial leaving Major 

Incident Planning for the proverbial ��next fiscal year�.

This does not need to happen.  All that is required is some forethought and a common 
sense approach to planning and documentation.  The goal of this presentation is to 

clearly demonstrate why a Major Incident Handling Plan is a core business 
requirement in today�s world, to provide you some tools that you can use as a 
starting point for creating your own Major Incident Plan, and to show you how 

relatively simple actions like creating flowcharts, procedures and call lists can bring 
big returns to the organization�s overall risk posture, allowing it to increase its risk 

appetite and create opportunities for a more a dynamic, agile, and competitive 
business strategy.

http://www.BraunsBlog.com
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Purpose / Goals

� To demonstrate that Major Incident Handling is a 
mandatory requirement of an effective Enterprise Risk 
Management Portfolio

� To propose a business case that demonstrates this in 
such a way that is not easily rebutted

� Provide tools and techniques to help you begin to use 
Major Incident Handling Planning in your own System 
and Service Design Lifecycle

� Get valuable feedback as a result of this presentation 
(both confirming and challenging)

http://www.BraunsBlog.com
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Why are we talking about this?

Background

http://www.BraunsBlog.com
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Major Incidents Happen

� Sometimes they are caused by technological and / or human 
failures
� Timeline of Three Mile Island Nuclear disaster March 

28th, 1979

� Sometimes they are a result of natural forces beyond any 
human control
� Timeline of Indian Ocean earthquake December 26th, 

2004 (Christmas Tsunami)

� Major Incidents can also be caused as a result of criminal or 
other unethical behavior
� TJ Maxx data theft believed to be the largest ever

http://www.BraunsBlog.com
http://www.onlineethics.org/CMS/enviro/envirocases/tmiindex/time.aspx
http://en.wikipedia.org/wiki/Timeline_of_the_2004_Indian_Ocean_earthquake
http://www.msnbc.msn.com/id/17871485/
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What constitutes a �Major Incident�?

� The Health & Safety Executive of Great Britain defines 
a Major Incident as:
� A major incident is defined as a significant event, which 

demands a response beyond the routine, resulting from 
uncontrolled developments in the course of the operation of 
any establishment or transient work activity.

� ITIL V. 3 defines a Major Incident in simpler and more 
business-centric terms:
� (Service Operation) The highest Category of Impact for an 

Incident. A Major Incident results in significant disruption to the 
Business. 

http://www.BraunsBlog.com
http://www.hse.gov.uk/foi/internalops/og/ogprocedures/majorincident/definition.htm
http://www.best-management-practice.com/gempdf/ITIL_Glossary_V3_1_24.pdf
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What constitutes a �Major Incident�?

� There are many more definitions for the term �Major Incident� in 
the common lexicon. Regardless of what definition you assign to 
the phrase this much is certain:

� Major Incidents are unpredictable 
� Major Incidents are statistically probable
� Dealing with any Major Incident demands a plan
� Any plan should be tailored to your specific industry, discipline, 

and needs

� Consider this � What follows is a reading of the case study of 
fictional FauxCorp for those who have not read it yet.  After the 
reading we will analyze the facts and consider if a Major Incident 
Plan would have reduced FauxCorp�s Risk of damage caused by 
an unexpected and / or unusual event.

http://www.BraunsBlog.com
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The FauxCorp anti-virus event; July 3rd through July 6th 2009

A Business Case for the Enterprise Major Incident Handling Plan

Presentation

http://www.BraunsBlog.com
http://www.braunsblog.com/sitebuildercontent/sitebuilderfiles/fauxcorp.pdf
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Points to Ponder

� Who is Fauxcorp? Can you relate to this 
fictional company?

� How did the absence of a plan hurt them

� What factors were out of their control

� What factors were completely within their 
control

� Where a plan would have helped

http://www.BraunsBlog.com
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FauxCorp event without a plan

Root Cause Analysis � No Plan

http://www.BraunsBlog.com
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Root Cause Analysis � No Plan

Timeline of events
� July 3rd 11:01am � FauxCorp receives AV definition update from vendor
� July 3rd 11:35am � AV definitions begin to deploy to servers and clients
� July 3rd 11:46am � SD receives first call from customer in SE Asia concerning possible virus on Desktop.  Ticket is routed 

as routine to AV support.  Due to the holiday the AV support queue is unmonitored, with �On-Call� support only
� July 3rd 12:45pm � By now, five client tickets have been opened for possible virus.  All have been routed as routine to AV 

support.  
� July 3rd 1:45pm � A total of 8 client AV ticket have been routed to AV support.  Additionally SMS has now identified 26 

servers with a possible virus.  These alerts open tickets which are sent to the SD to be routed to the unmonitored AV 
support queue.  SD treats these as individual events

� July 3rd 1:59pm � A server technician doing routine maintenance in Sydney Australia calls SD and reports that 5 of his 25 
servers are reporting a virus.  He requests an priority ticket be sent to the AV support team and the on-call person notified

� July 3rd 2:10pm � SD attempts to contact the on-call individual for AV Support. Phone number is reported as �not in 
service�. When they try the backup individual there is no answer. This is noted in the ticket, no further escalation is 
attempted

� July 3rd 2:40pm � Sydney tech calls back for a status and to report that he now has 8 servers reporting a virus.  SD explains 
they have not been able to reach the on-call individual. Sydney tech asks SD to please try to contact the AV on-call again, 
and to escalate if needed. SD says they will and logs the call in the ticket

� July 3rd 2:50pm � SD calls the AV on-call and still no answer.  They look for an escalation number with no success. This is 
logged into the ticket.

� July 3rd 3:55pm � SMS alerts for server virus are now coming into SD at the rate of about 10 per hour.  SD calls the AV on-
call backup tech again and gets through. He reports he is at a family function, but will check it out when he gets home at no 
later than 5:00pm

� July 3rd 4:28pm � The AV support tech returns home early and logs in and checks the AV support queue.  He is 
immediately alarmed by the fact that there are 68 separate SMS tickets for various servers worldwide and immediately calls 
his boss.  His boss who is driving to his sister�s house for the holiday is in very heavy traffic and is annoyed at being 
disturbed. He tells the tech to ��call the vendor and handle it!�.

No Plan in action

No Call List / Escalation

No Event Correlation

http://www.BraunsBlog.com
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Root Cause Analysis � No Plan

Timeline of events
� July 3rd 4:35pm � AV tech calls AV vendor support.  He is placed on hold told that wait times are longer than normal. 
� July 3rd 4:47pm � Still waiting on hold the AV tech checks his queue once again. Now at 78 servers.  He calls his 

boss, who is annoyed by the tech calling back so soon.  He gives the tech a �special number to call� with instructions 
for to call him in 20 minutes with a status

� July 3rd 4:55pm � Calling the �special number� the AV tech reaches the vendor support team. The vendor says that 
there have been �some reports� of issues like this and that they are still investigating but they have determined that no 
real harm will occur as long as the system is not rebooted.  The vendor will call back in one hour with a status and 
possible fix.  The FauxCorp tech thanks him, hangs up, and calls his boss.  He looks at his queue�87 tickets now

� July 3rd 5:00pm � He gives his boss the status.  His boss agrees there is a problem, but since he is on the road he 
can�t do much to help. �Besides�, says his boss, ��its not like we reboot servers here every day.  He tells the tech to 
keep working with the vendor and that he will call the tech when he arrives at his destination in 90 minutes

� July 3rd 5:03pm � The SORT upgrade begins as scheduled.  The patch application takes approximately 5 
minutes followed by an immediate reboot.  The patched servers should begin to come back online no later 
than 5:15pm if all goes as planned

� July 3rd 5:26pm � The SORT team is having difficulty connecting to many of their application servers. Becoming 
concerned they open a priority one ticket with SD for server support and asks that they report back with a status as 
soon as possible

� July 3rd 5:38pm � This time the SD has no difficulty contacting the on-call server support tech.  She promises to check 
it out and contact the SORT team directly

� July 3rd 5:52pm �Server support calls the SORT team with bad news.  She reports that she has repeatedly tried to 
remotely reboot the servers to no avail.  She is still investigating, but as of now it appears that at least 30 servers are 
affected

� July 3rd 6:30pm � The FauxCorp virus incident has now been escalated to a priority one. Preliminary indications are 
that at least 100 servers worldwide are affected; the majority appearing to be concentrated in the SORT application 
servers, with at least 44 SORT servers unresponsive

� July 3rd 8:30pm � The SORT team and management are meeting to discuss today�s events.  It is agreed that the 
upgrade has failed spectacularly  and they begin to plan next steps.  Senior Management is contacted and 
given the bad news�it is not well received

No Plan in action

No Call List / Escalation

No Event Correlation

http://www.BraunsBlog.com
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Root Cause Analysis � No Plan

� How did the absence of a plan hurt them
� There were no specific instructions for handling an unusual and / or rare event
� Individuals handled their responsibilities and accountabilities differently
� Expectations and escalation paths were not well defined
� Net:  There was no urgency or synergy applied to Resolving the Major Incident 

until it was too late.

� Factors out of their control
� Long weekend
� Minimum staffing
� Anti-virus definitions
� Software errors

� Factors within their control
� Little or no event correlation
� Nil or poorly maintained Call Lists
� No formalized method existed to assess a developing or immanent situation for 

Impact or Risk
� No defined escalation paths to technical teams and management
� Maintenance of their AV systems

http://www.BraunsBlog.com
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Root Cause Analysis � Why Plan?

Would you�

� Participate in the sport of parachute jumping without a 
reserve parachute?

� Go open water diving without a reserve air supply or a 
buddy?

� Fly in a jetliner that did not have capability to deploy 
oxygen masks in an emergency?

� In all probability you would not.  Why?

http://www.BraunsBlog.com
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Root Cause Analysis � Why Plan?

� It is a fact that parachutes seldom fail, but when 
they do a reserve is needed

� Most diving fatalities are caused by insufficient air 
or situations that require a buddy�s assistance

� At the altitudes that jetliners fly, a loss of cabin 
pressure is certain death without supplemental 
oxygen

� People plan like this every day as part of their lives.  
Most call it �common sense�

http://www.BraunsBlog.com
http://www.uspa.org/AboutSkydiving/RiskOverview/tabid/63/Default.aspx
http://www.ncbi.nlm.nih.gov/pubmed/19175195
http://aviation-safety.net/database/record.php?id=20050814-0
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Root Cause Analysis � This is Why Plan

Where would a plan have helped?

� The presence of a well developed and tested Major 
Incident Handling Plan and Procedures document 
helps insure that when individuals are called to act 
in an emergency they understand exactly what 
they are to do (and exactly what they are not to 
do).

� This is the reason why the people who sit in the 
exit seat on airliners are given a second safety 
briefing prior to takeoff. 

http://www.BraunsBlog.com
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FauxCorp event with a plan

Root Cause Analysis � With Plan

http://www.BraunsBlog.com
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Root Cause Analysis � With Plan

Timeline of events
� July 3rd 11:01am � FauxCorp receives AV definition update from vendor
� July 3rd 11:35am � AV definitions begin to deploy to servers and clients
� July 3rd 11:46am � SD receives first call from customer in SE Asia concerning possible virus on Desktop.  Ticket is routed 

as routine to AV support
� July 3rd 12:45pm � By now, five client tickets have been opened for possible virus. Because FauxCorp�s Major Incident 

Plan calls for escalation of rare or unusual events, the SD Incident Manager is notified
� July 3rd 1:45pm � A total of 8 client AV ticket have been routed to AV support.  Additionally SMS has now identified 26 

servers with possible virus. SD does not treat these as individual events, but instead begins tracking all Incidents as one 
Problem.  Also, because it is a Problem ticket it becomes a Major Incident Referral and the Problem ticket is placed in the 
Incident Manager  queue

� July 3rd 1:50pm � The SD Incident Manager contacts both the AV and server support managers and they discuss the 
Incidents. They all agree it warrants further investigation and schedule the next call in 15 minutes, sooner if the situation 
appears to be worsening

� July 3rd 1:59pm � A server technician doing routine maintenance in Sydney Australia calls SD and reports that 5 of his 25 
servers are reporting a virus.  This information is passed to the Incident Manager who calls the AV and server support 
manager to discuss. They all decide it is best to err on the side of caution and declare a Major Incident

� July 3rd 2:10pm � A command center has been established and relevant technical teams are being engaged to form the 
Business Recovery Team.  A communication is sent to senior management and technical teams.  A bridge number and call 
schedule  is communicated. Since this appears to be a virus issue the AV manager will take on the Role of the Major 
Incident Manager for this event, and will lead the Business Recovery Team efforts

� July 3rd 2:40pm � A call is made to the AV vendor support; FauxCorp and the vendor begin to analyze the Problem
� July 3rd 2:50pm � Vendor states that preliminary indications are that this is a conflict between today's definition update and 

out of support AV engines.  They further state that no permanent damage will occur as long as the system is not rebooted 
before remediation is performed

� July 3rd 2:55pm � A quick check of SMS shows which servers are running the out of support software.  The majority of 
them are the SORT servers.  It is noted that a Change Request is in place for those servers to reboot at 5:00pm.  The 
Business Recovery Team calls the SORT upgrade team.  The planned patch is canceled and the SORT system get to see 
another day, albeit without the upgrade

Plan in action

Call List / Escalation

Event Correlation

http://www.BraunsBlog.com
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Root Cause Analysis � With Plan

� How did the presence of a plan aid FauxCorp?
� There are specific instructions for handling an unusual and / or rare event
� Individuals handle their responsibilities and accountabilities consistently and to Standards
� Expectations and escalation paths are clearly defined.  This allows staff to contact senior 

management immediately to get guidance and next steps
� Net:  There is an immediate synergy applied to Resolving the Major Incident which not only 

prevents the loss of FauxCorp�s Reputation and Customer Trust, but also insures the success 
of the SORT upgrade, the Global Sales-All, and saves FauxCorp a lot of money and resource 
time

� Factors out of their control
� Long weekend
� Minimum staffing
� Anti-virus definitions
� Software errors

� Factors within their control
� They have a documented method and / or process to provide event correlation
� Call Lists and Call List maintenance are defined in a Policy and Standard
� A formalized method exists to assess the Risk and Impact from a building or immanent 

situation
� There are defined escalation paths to both technical teams and required management which 

provides for a more cohesive, inclusive, and effective Business Recovery Team
� The Event surfaces a flaw in the maintenance of their AV systems which is Resolved

http://www.BraunsBlog.com
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Making the Business Case
Enterprise Risk Management

Summary
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Summary � Making the Business Case

� Clearly for FauxCorp the absence of a Major Incident 
Handling Plan was extremely damaging

� The worse damage from the Incident was the loss of 
Brand Reputation and Customer Trust

� Equally as clear, a Major Incident Handling Plan would 
have provided a much higher probability of preventing 
that damage

� Now let�s tie it back to Enterprise Risk Management, the 
other half of this presentation

http://www.BraunsBlog.com
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Summary � Enterprise Risk Management

� Enterprise Risk Management is a Portfolio of 
Governance and Services

� Major Incident Handling is just one of those Services

� To have Major Incident Handling you need a plan

� Having that plan provides agility and confidence when 
making sound business decisions

http://www.BraunsBlog.com
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Points / Counter - Points
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Points / Counter - Points

Possible hurdles to implementation of a Major Incident Handling Plan

� Priorities
� Risk / Benefit (either unclear or not seen as a value add)
� Using it! (adoption and institutionalization)

Winning the race

� The absence of a defined plan should make the creation of that plan a 
high priority for any enterprise

� Compare the plan to insurance, ��nice to have when you need it;  
better to never need it at all.� And just like insurance it is a mandatory 
requirement for operating in today's business world

� Implement a Policy that all management, senior management and 
service providers enforce the use of the plan by their teams.  It won�t 
always be perfect but using it will assuredly be better than not, and the 
use of a plan will certainly bring order to what is naturally a chaotic 
situation.

http://www.BraunsBlog.com
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Points / Counter - Points

Recall the airline flight described in the abstract.  Few of us 
would feel safe or comfortable flying with an airline that 
either by inattention or by design ignored those important 
Major Incident Handling checks, procedures, and 
briefings.  

Just like the airline passenger, no enterprise should feel 
safe or comfortable flying through business without a 
Major Incident Handling Plan as part of their overall Risk 
Management Portfolio.

http://www.BraunsBlog.com
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Thanks and Closure
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Thanks and Closure

� Thank you for this opportunity

� For me it was educational.  I hope that it was 
equally as so for you

� Major Incidents are real, not fairy tales

� They can happen to anyone or anything; in 
anyplace and at anytime

� The best defense is a good offense.  In 
summary, ��you must have a plan�

http://www.BraunsBlog.com
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Tools

http://www.BraunsBlog.com


Architecture World �09
IT Architecture Firm

www.BraunsBlog.com

Tools

Please visit BraunsBlog to obtain the 
following tools and documents
� The Major Incident Handling Plan (this 

presentation)
� Major Incident Plan Model
� FauxCorp Case Study
� SIPOC Chart
� Incident Problem Change and Knowledge 

Management
� Transition and Change Management

http://www.BraunsBlog.com
http://www.braunsblog.com/
http://www.braunsblog.com/sitebuildercontent/sitebuilderfiles/mihp.pdf
http://www.braunsblog.com/sitebuildercontent/sitebuilderfiles/majorincidenthandlingplan.pdf
http://www.braunsblog.com/sitebuildercontent/sitebuilderfiles/fauxcorp.pdf
http://www.braunsblog.com/sitebuildercontent/sitebuilderfiles/sipoc.pdf
http://www.braunsblog.com/sitebuildercontent/sitebuilderfiles/KM.pdf
http://www.braunsblog.com/sitebuildercontent/sitebuilderfiles/st_itsallaboutthechange.pdf
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Addendum � Q&A from the conference
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Addendum � Q&A from the conference

Question:  Disaster Recovery Planning or Business Continuity Planning and Major Incident 
Handling seem to be quite similar. Can you share where you see similarities and 
differences?

-- In my view, Disaster Recovery Plans tend to focus on an �after the fact� response to 
catastrophic events that have already occurred, that have already produced significant 
impact, and now threaten business continuity. A good example would be a Data Center fire 
that requires restoration of services to an alternate location. DR Plans are also more 
business focused and tend to look at multiple aspects of the business that may be impacted, 
not necessarily just technology. 

-- Major Incident Handling is more technology centric and seeks to control or mitigate an 
event in progress in order to prevent significant impact to the business that might threaten 
business continuity. 

-- Both are focused on Incident Response with the caveat that Major Incident Handling 
tends to be real-time and focused on managing an incident in progress while Disaster 
Recovery usually is post event with a goal of managing the after effects of the Incident. 

-- Think of Major Incident Handling as the fire fighters fighting a major fire in a housing 
community while Disaster Recovery would be the rescue and relocation teams who work 
with the victims of the fire after it has been extinguished in order to insure they have 
adequate shelter and basic necessities to survive.

http://www.BraunsBlog.com
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Addendum � Q&A from the conference

Question:  Sometimes Customers are the cause of a Major Incident. Additionally they may have a 
Role to play in the Major Incident Handling process. How do you see that managed?

-- My experience is that when dealing with partners it is best that all players have a clear 
understanding of Roles, Responsibilities, Decision Rights / Decision Ownership, etc. Doing 
so will insure that the bureaucracy of the combined organizations does not intrude on the 
Major Incident Handling Plan and Process. 

-- No finger pointing during the Incident. There is time for that in the RCA. Goal is 
Restoration and Resolution. 

-- And Best Practice suggests that all of this is well documented. It also suggests that the 
Major Incident Plan is used by as many partners as is applicable, and that it is governed by: 
SLAs, OLAs, Standards, Flowcharts, Process, Procedure, etc. 

-- Not all Processes needs to be documented to such detail, but I think that Major Incident 
Handling should be. 

http://www.BraunsBlog.com
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Addendum � Q&A from the conference

Question:  In your opinion does good planning, documentation and Process discipline provide a 
significant advantage in reducing the occurrences of Major Incidents?

-- Absolutely. If you can manage the routine well, you should have less Major Incidents. It 
is a fact that if you don�t manage the routine well, you will have more Major Incidents.

-- At the same time, you should be prepared for the fact that some Incidents are completely 
unavoidable and no amount of planning, documentation, and disciple can prevent them.  I 
call that the �Chaos Theory Effect�.

Chaos Theory:  A branch of mathematical and physical theory that deals with the 
nature and consequences of chaos and chaotic systems.

-- Some Major Incidents can never be avoided, but all Major Incidents should be planned 
for.

http://www.BraunsBlog.com
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