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Quick BioQuick Bio

�� Who am IWho am I?  Braun Tacon.  Over 25 years experience as a Strategist, ?  Braun Tacon.  Over 25 years experience as a Strategist, 
Tactician, and Project Manager with an extensive background in STactician, and Project Manager with an extensive background in Security, ecurity, 
Process, and Documentation from both a Strategic and Tactical PoProcess, and Documentation from both a Strategic and Tactical Point of int of 
View.View.

�� My Current PassionMy Current Passion:  I have many passions, and one of them is writing.  :  I have many passions, and one of them is writing.  
I have a blog, I have a blog, BraunsBlog, where I recently claimed that I would opine on , where I recently claimed that I would opine on 
the topic of Information Security.  This seems as good of an opithe topic of Information Security.  This seems as good of an opine as any.ne as any.

�� Evolution of this DocumentEvolution of this Document:  This is a revised version of a presentation I :  This is a revised version of a presentation I 
gave three years ago on the topic of Enterprise Risk Management gave three years ago on the topic of Enterprise Risk Management at the at the 
Information System Security Association (ISSA) NW Regional ConfeInformation System Security Association (ISSA) NW Regional Conference, rence, 
April 2006.  View it in the past tense but I believe it is as vaApril 2006.  View it in the past tense but I believe it is as valid today as it lid today as it 
was then, perhaps more so.was then, perhaps more so.

�� My Current InterestsMy Current Interests?  To focus on People, Process and Technology as a ?  To focus on People, Process and Technology as a 
Means of Delivering needed Innovation and Continual Service ImprMeans of Delivering needed Innovation and Continual Service Improvement  ovement  

�� My Current FocusMy Current Focus?  Applying Strategic Vision with a Tactical Approach to ?  Applying Strategic Vision with a Tactical Approach to 
Consistently Deliver Momentum and Closure for Large Scale ProjecConsistently Deliver Momentum and Closure for Large Scale Projects. ts. 

http://www.braunsblog.com/
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�� Key Presentation ObjectivesKey Presentation Objectives

�� The Mission The Mission 

�� Current StateCurrent State

�� How Did We Get HereHow Did We Get Here

�� Lessons Learned (and then some)Lessons Learned (and then some)

�� The 4 PThe 4 P��ss

�� BraunBraun��s Crystal Balls Crystal Ball

�� Summary/RecapSummary/Recap
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Key Presentation ObjectivesKey Presentation Objectives

1.1. Understanding why Understanding why Effective Vulnerability Effective Vulnerability 

ManagementManagement is is NeededNeeded in todayin today��s world and why it s world and why it 

is a is a Key PredecessorKey Predecessor for for Effective Information Effective Information 

SecuritySecurity and and Enterprise Risk ManagementEnterprise Risk Management in a in a 

Large EnvironmentLarge Environment

2.2. Seeing how a Seeing how a Strategic ProgramStrategic Program along with along with Well Well 

Designed ReportingDesigned Reporting goes goes Hand in HandHand in Hand to to 

Deliver SuccessfulDeliver Successful and and Sustainable Risk Sustainable Risk 

ManagementManagement

3.3. LeveragingLeveraging our our Lessons LearnedLessons Learned to to HelpHelp You You 

ImproveImprove your your Overall Risk Management Posture Overall Risk Management Posture 
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The MissionThe Mission

To To IncreaseIncrease our our SecuritySecurity, , ROIROI, and, and

Operational VisibilityOperational Visibility through the through the UseUse ofof

ToolsTools, , ProcessProcess, and , and ReportingReporting
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Current StateCurrent State �� April 2006April 2006

�� From the From the Highest LevelHighest Level, our , our Global Patching Process Global Patching Process is as follows:is as follows:

�� WindowsWindows--centric, both centric, both DesktopDesktop and and ServerServer

�� A A Defined ProcessDefined Process, , RepeatedRepeated on a on a MonthlyMonthly cycle as driven by cycle as driven by 
Microsoft Patching Notices, with timelines for patching completiMicrosoft Patching Notices, with timelines for patching completionon

�� A A Defined ProcessDefined Process with with Prescribed EscalationPrescribed Escalation in the event that in the event that 
Published ExploitsPublished Exploits bring about an bring about an Increased Risk LevelIncreased Risk Level to our to our 
Computing SystemsComputing Systems

�� A A FormalFormal and and Ongoing Process of MeasurementOngoing Process of Measurement which which GaugesGauges
both our both our Current Risk LevelCurrent Risk Level, and the , and the SuccessSuccess of our of our Patching Patching 
EffortsEfforts
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How Did We Get HereHow Did We Get Here

�� Begin with the end in mindBegin with the end in mind

�� Back in late 2002, my boss calls me into her officeBack in late 2002, my boss calls me into her office

�� She asks me if IShe asks me if I��m familiar with the term, m familiar with the term, 

��Vulnerability ManagementVulnerability Management��

�� I reply, I reply, ����nope, but Inope, but I��ll get familiarll get familiar��
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How Did We Get HereHow Did We Get Here

�� When the truth hurtsWhen the truth hurts

�� My first My first FindingFinding, , ����we we ArenAren��t Patchingt Patching��

�� From peers and management alike:  From peers and management alike:  ��We We Do PatchDo Patch.  You .  You Are Are 
MistakenMistaken��

�� Service Service ProviderProvider says, says, ����Patching BADPatching BAD, , Service Pack GOODService Pack GOOD��

�� SQL SQL Slammer HitsSlammer Hits the the InternetInternet in in January 2003January 2003

�� We We SurviveSurvive UnscathedUnscathed and in and in ResponseResponse��there is a there is a Collective Collective 

YawnYawn
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How Did We Get HereHow Did We Get Here

�� Reality intrudesReality intrudes

�� April 15th 2003April 15th 2003

�� SQL Slammer SQL Slammer 

�� ItIt��s s NOTNOT a good daya good day
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How Did We Get HereHow Did We Get Here

�� OkOk��youyou��ve Got my Attention, now whatve Got my Attention, now what??

�� We need to do We need to do SOMETHINGSOMETHING

�� Got any Got any IdeasIdeas? ? 

�� Let's Let's Not ReinventNot Reinvent the the WheelWheel
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How Did We Get HereHow Did We Get Here

�� Start from scratch?  Not quiteStart from scratch?  Not quite

�� FromFrom the the BeginningBeginning we wanted a we wanted a Standards Based Standards Based 

SolutionSolution

�� The The National InstituteNational Institute of of StandardsStandards and and TechnologyTechnology

((NISTNIST) provides a multitude of ) provides a multitude of StandardsStandards and and GuidelinesGuidelines for for 

use by use by IT ProfessionalsIT Professionals in in GovernmentGovernment and and BusinessBusiness alikealike

�� NIST Special Publication 800NIST Special Publication 800--4040 (now 800(now 800--40 v2) 40 v2) Creating a Creating a 

Patch and Vulnerability Management ProgramPatch and Vulnerability Management Program became our became our 

StandardStandard ( ( http://csrc.nist.gov/publications/nistpubs/http://csrc.nist.gov/publications/nistpubs/ ))

http://csrc.nist.gov/publications/nistpubs/
http://csrc.nist.gov/publications/nistpubs/
http://csrc.nist.gov/publications/nistpubs/
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How Did We Get HereHow Did We Get Here

�� Enter the PVGEnter the PVG
�� CoreCore to SP 800to SP 800--40 is the 40 is the ConceptConcept of the PVG, of the PVG, ��Patch and Patch and 

Vulnerability GroupVulnerability Group��.  From the document.  From the document��s Executive Summarys Executive Summary

��Organizations should Create a Patch and Vulnerability Organizations should Create a Patch and Vulnerability 
Management Group (PVG) to Facilitate the Identification Management Group (PVG) to Facilitate the Identification 
and Distribution of Patches Within the Organizationand Distribution of Patches Within the Organization��

�� The The StandardStandard defines 11 principle duties of a PVG.  For our defines 11 principle duties of a PVG.  For our 
purposes, we chose 6purposes, we chose 6

�� Inventory Inventory AssetsAssets

�� Monitor for Monitor for ThreatsThreats

�� Identify Identify RemediationRemediation (patches) for organization(patches) for organization

�� Maintain a Maintain a DatabaseDatabase of of Required PatchesRequired Patches

�� Understand Understand RiskRisk, , VulnerabilityVulnerability, and , and RemediationRemediation
RequirementsRequirements

�� Monitor Monitor RemediationRemediation efforts andefforts and ReportReport on on ProgressProgress
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How Did We Get HereHow Did We Get Here

�� Enter the PVGEnter the PVG

�� The other The other Core ConceptCore Concept that that DrivesDrives the the PVG PVG 

ProcessProcess

��Organizations should Consistently Measure the Organizations should Consistently Measure the 

Effectiveness of their Patch and Vulnerability Effectiveness of their Patch and Vulnerability 

Management Program and Apply Corrective Actions as Management Program and Apply Corrective Actions as 

NecessaryNecessary��

�� Continual Service ImprovementContinual Service Improvement is is KeyKey, and is a , and is a 

great segue to the next slidegreat segue to the next slide
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How Did We Get HereHow Did We Get Here

�� Patching is Patching is a Process, not an Event a Process, not an Event 

�� Began Began ComplianceCompliance TrackingTracking and and 

ReportingReporting in in Oct 2003Oct 2003

�� ServersServers began at began at 5% Compliance5% Compliance

�� In In 6 months6 months, , ServersServers were at were at 85%85%

ComplianceCompliance
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How Did We Get HereHow Did We Get Here

�� Speed Bumps everywhereSpeed Bumps everywhere

�� Scripts v SMSScripts v SMS

�� At first we At first we Relied CompletelyRelied Completely on on ScriptsScripts

�� Unfortunately Unfortunately ScriptsScripts were very were very CustomCustom; what ; what 

was was NeededNeeded was an was an Automated ProcessAutomated Process to to 

IdentifyIdentify the the RiskRisk and and ManageManage the the WorkWork

�� SMSSMS Won OutWon Out, and we , and we MadeMade the the ChangeChange in late in late 

20042004
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How Did We Get HereHow Did We Get Here

�� Speed Bumps everywhereSpeed Bumps everywhere

�� ReportingReporting shows shows SwitchingSwitching to to SMSSMS caused us to caused us to Loose Loose 

MomentumMomentum

�� We could not generate reports for a few monthsWe could not generate reports for a few months

�� Early reports were inaccurate, things are much better nowEarly reports were inaccurate, things are much better now

�� SMSSMS is is Now DeliveringNow Delivering what what Information Security NeedsInformation Security Needs

�� RememberRemember��Patching is Patching is a Process, not an Eventa Process, not an Event
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Lessons LearnedLessons Learned

�� Utopia?  Probably not, but with some Utopia?  Probably not, but with some 
effort you might get a little Nirvanaeffort you might get a little Nirvana

�� That That 85%85% was for was for Servers onlyServers only, , not Desktopsnot Desktops

�� We did a We did a Root Cause AnalysisRoot Cause Analysis and got and got Pretty Pretty 
GoodGood at at DesktopsDesktops tootoo

�� We now We now Consistently Deliver 95% Compliance Consistently Deliver 95% Compliance 
for Desktopsfor Desktops

�� YMMVYMMV (Your Mileage May Vary)(Your Mileage May Vary)
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�� Just when you think everything is going along Just when you think everything is going along 

fine fine �� ZotobZotob

�� ZotobZotob AttacksAttacks within 3 days of Microsoft patch announcement within 3 days of Microsoft patch announcement 

�� BettingBetting the the OddsOdds, we , we WorkWork the the Established Process Established Process 

�� Our Our Luck Runs OutLuck Runs Out 8 hours too soon8 hours too soon

�� We We Experience DisruptionExperience Disruption.  Some .  Some CleanupCleanup is is NeededNeeded

More Lessons LearnedMore Lessons Learned
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Lessons AppliedLessons Applied

�� Pick yourself up, dust yourself off, start all Pick yourself up, dust yourself off, start all 

over againover again

�� We We GatheredGathered the the FactsFacts

�� We We LearnedLearned some some LessonsLessons

�� And finally, we And finally, we MadeMade some some ChangesChanges

�� Cut Desktop Patching time by half, and Made Application Cut Desktop Patching time by half, and Made Application 

MandatoryMandatory

�� No change to Server PatchingNo change to Server Patching

�� Defined our Escalation CriteriaDefined our Escalation Criteria

�� Defined our Escalation RolesDefined our Escalation Roles

�� Defined our Escalation Communication PathsDefined our Escalation Communication Paths
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The 4 PThe 4 P��ss

�� If you want to have Success, you have to Write it If you want to have Success, you have to Write it 

DownDown

�� The The 4 P4 P��ss �� PolicyPolicy, , ProcessProcess, , ProcedureProcedure and and PeoplePeople

�� Many Many FolksFolks ConfuseConfuse these these TermsTerms��RememberRemember

�� PolicyPolicy �� Clearly states our goals and objectivesClearly states our goals and objectives

�� ProcessProcess �� What we need to do What we need to do 

�� ProcedureProcedure �� How we do itHow we do it

�� People People �� Define your rolesDefine your roles
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BraunBraun��s Crystal Balls Crystal Ball

 Bottling the Egg.  How does all of this fit in with Enterprise Bottling the Egg.  How does all of this fit in with Enterprise 
Risk ManagementRisk Management

�� Enterprise Risk ManagementEnterprise Risk Management AllowsAllows the the BusinessBusiness to to Make Make 
Informed ChoicesInformed Choices about about Acceptable RiskAcceptable Risk in order to in order to Meet Specific Meet Specific 
Business GoalsBusiness Goals

�� A A Principle PillarPrinciple Pillar of of ERMERM is is Information SecurityInformation Security

�� An An Essential ComponentEssential Component of of Information SecurityInformation Security is is Vulnerability Vulnerability 
ManagementManagement

�� Information SecurityInformation Security is is Only OneOnly One of the of the Many DisciplinesMany Disciplines that that 
Support ERM Support ERM 
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BraunBraun��s Crystal Balls Crystal Ball

�� Here are some Here are some Other ExamplesOther Examples of of DisciplinesDisciplines that might be that might be 
Found Supporting  Enterprise Risk ManagementFound Supporting  Enterprise Risk Management

�� ComplianceCompliance

�� Change ManagementChange Management

�� FinanceFinance

�� LegalLegal

�� HRHR

�� Business Continuity and RecoveryBusiness Continuity and Recovery

�� Incident ResponseIncident Response

�� Crisis ManagementCrisis Management

�� Loss Prevention (Fraud)Loss Prevention (Fraud)

�� Health & SafetyHealth & Safety

�� LiabilityLiability
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BraunBraun��s Crystal Balls Crystal Ball

EachEach of these of these Discipline ContributeDiscipline Contribute

uniquely to uniquely to EnsureEnsure Enterprise RiskEnterprise Risk is is 

ManagedManaged so that it so that it ProtectsProtects the the 

EnterpriseEnterprise from from Undue HarmUndue Harm, but at , but at 

the same time the same time AllowsAllows the the BusinessBusiness to to 

FunctionFunction��as a Businessas a Business



2929

BraunBraun��s Crystal Balls Crystal Ball

�� As stated earlier, As stated earlier, Vulnerability ManagementVulnerability Management is is 

essential to essential to Information SecurityInformation Security and and FoundationalFoundational

to to Enterprise Risk ManagementEnterprise Risk Management

�� There is There is ��No One StandardNo One Standard�� for for Vulnerability ManagementVulnerability Management

�� It should be It should be TailoredTailored to your to your IndustryIndustry and and NeedsNeeds

�� Whatever Whatever PathPath you take you should you take you should StriveStrive for for ConsistencyConsistency, , 

ClarityClarity, and , and SustainabilitySustainability in your in your 4 P4 P��ss
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Summary/RecapSummary/Recap

�� ERMERM is a is a Enterprise StrategyEnterprise Strategy for for ManagingManaging the the Risk Risk 

AppetiteAppetite of an of an OrganizationOrganization

�� The The PVGPVG is an is an ExampleExample of one of one ApproachApproach to to MeetMeet

those those GoalsGoals; by one ; by one DisciplineDiscipline

�� SimilarSimilar ApproachesApproaches can be used by other can be used by other DisciplinesDisciplines

AcrossAcross the entire the entire Risk Management PortfolioRisk Management Portfolio


